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Introduction

“Well, there's egg and bacon; egg sausage and bacon; egg and spam; egg bacon and spam; egg
bacon sausage and spam; spam bacon sausage and spam; spam egg spam spam bacon and
spam; spam sausage spam spam bacon spam tomato and spam; ...”

-- Monty Python’s Flying Circus, 1970

Beginning from the time when the word “spam” was used as a pejorative item in this now-famous Monty
Python sketch to what you are experiencing with the deluge of unsolicited junk messages clogging your
electronic mail, spam has gone from being humorous to the harbinger of serious consequences. In spite
of the US CAN-SPAM Act of 2004, spam continues to increase. Today as much as 85% of messages
being received by corporate mail servers are spam with no signs of abating.

Everyone now realizes the consequences of spam are numerous:

1. Loss of human resources on the part of the recipient whose inbox is full of spam,
opening some and deleting many others.

2. Loss of human resources on the part of the email administrator who has to deal with
why Internet mail delivery is bogged down.

Loss of computer resources as spam consumes disk space.
4. Loss of stolen connectivity bandwidth being used to carry spam.

Loss of company reputation if the mail hosts are being hijacked to relay spam and the
public believes the company is engaged in spamming others.

The price paid by spam victims is too high. Assuming it takes only five seconds to complete the deletion of
a single spam email, at a fully-loaded average of $25 per hour per employee1 the productivity loss for a
single spam is about US $0.03. While that may seem small, on an annual basis the loss amounts to $200
per employee who receives 25 spam messages every day!”

It is truly ironic that the root cause of spam is its extremely low cost for the perpetrators. Using a single
ISP account with a monthly charge of $20 or less, a spammer can send out millions of messages each
month even using a slow 56Kbps modem. An estimate of a penny for 10,000 messages is probably “in the
ballpark” as far as the cost to blanket-mail spam.

The conclusion: spam continues to grow unabated and any organization incurs substantial losses in
productivity and other valuable IT resources. It is like a worsening fever that prevents your company from
attaining peak performance and the negative results will show in the bottom line.

This whitepaper describes the anti-spam and email content filtering technology behind Praetor®, our
product introduced in 1999, during the early stages of the war against spam. It also describes the various
facilities provided for administrators and users to access quarantined messages and generate useful traffic
reports.

! Add salary, benefits, taxes, and the pro-rata share of general overhead expenses.

% Try the spam calculator at the CMS website using your own figures and see how much spam costs your company.
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PRAETOR ANTI-SPAM COUNTERMEASURES

In accordance with the best security practices recommended by experts, Praetor implements many
different anti-spam countermeasures. They are all built on an infrastructure that maximizes flexibility by
allowing customization to use Praetor’s filtering capabilities in ways that go beyond combating the spam.

The anti-spam countermeasures include:

e Bayesian statistical analysis that scores the message based on its content
e Heuristic analysis that scores the message based on spammer tricks found
e Ability to query multiple actively maintained DNS-based blacklists on the Internet

o Defense against the Reverse NDR vulnerability found in mail servers such as Lotus
Domino, Microsoft Exchange, Novell GroupWise, etc.

e Pre-configured weighted word lists that score the message body
e Several whitelists for sender addresses, domains, listservers
e Default rules to check content for individual spammer tricks, profanity, etc.

These are summarized in the sections below.

Bayesian statistical analysis

This advanced antispam technique uses a database of words and numbers called “tokens” to rate the
likelihood of a message is spam. Each received message is broken into its many tokens that is given a
probability of being spam according to the token database. An overall probability is then computed,
combining the individual probabilities of each token.

Praetor is installed with a default pre-configured database that is trained from several thousand actual
email samples, approximately 80-85% of it being spam. This default database eliminates the need for any
lengthy initial Bayesian filter training or daily updates. Immediately upon installation, Praetor efficiently
stops over 90% of all spam email messages.

To obtain even greater accuracy, the Bayesian filter can be easily trained by the administrator using
sample messages that are incorrectly classified. With such training, it is possible to stop over 95% of all
spam with less than 0.01% error in rating good messages as spam (referred to as “false positives”).

Heuristic analysis

Spammers use a multitude of common tricks that normal business-related or personal messages would
never contain. These tricks are detectable clues to identifying spam email and Praetor employs heuristic
analysis to score these spammer tricks from messages that its Bayesian filter classified as "uncertain”. A
partial list of common tricks in HTML messages include

e Tiny Text A very small font is chosen in an attempt to hide text and
mislead spam filters.
e Invisible Ink A font color very similar to the background color is chosen

to hide text within a message. This is an attempt to
confuse spam filters and let the message be delivered to
the users' mailbox.

e Obfuscated URLs Explicit IP addresses and encoded domains are used
deliberately to make it difficult for the user to decipher.

e Embedded Comments Spammers use comments placed within a message's
HTML code to confuse Bayesian filters with new words not
seen before, or excerpts from news articles.
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DNS-based blacklists

Praetor can query the multiple DNS-based blacklist servers (DNSBLSs) on the Internet that are actively
maintained with IP addresses of spammers. When compared to other products, CMS enhanced the use of
DNSBLs in the following ways:

e Perform the query in parallel, waiting for the first response that indicates the IP address is found
in the blacklist.

e Query at the message level instead of the SMTP protocol level, which is vulnerable to a possible
denial-of-service attack.

e Correctly perform the query even when Praetor is not the first mail server in the network to
receive the message from the outside.

e Record more information than just the IP address of the offending spam server, such as the
addresses of the sender, recipient, and the subject.

Defense Against “Reverse NDR” Vulnerability

Reverse NDR (RNDR) is an insidious attack that subverts the compliance of all mail servers to Internet
standards and makes them into unwitting indirect mail relays. By sending messages to fictitious addresses
at unprotected domains, the receiving mail server tries to return a non-delivery report to the original sender
usually accompanied with the original spam message. Of course, the spammer has forged the sender
address for the intended spam victim.

Since first announced publicly by CMS in June 2003, Praetor has provided a successful and proper
defense against this attack. Other products such as Microsoft Exchange Server 2003 claim to address this
vulnerability but their implementation is partial or incorrect. With a partial RNDR defense, spammers can
still succeed in this attack. An incorrect implementation creates vulnerability to the dreaded "Directory
Harvest" attack from which there is no defense once your user email addresses have been harvested.

Additionally Praetor includes a traffic report that specifically monitors Reverse NDR attempts. Using this
report, the IP source can be identified and added to the local blacklist.

Weighted Word Lists

Praetor includes three pre-configured weighted word lists containing key phrases and their associated
points for scoring. If the total points for phrases found in the message body exceed a threshold value, that
message would be rated as undesirable.

The pre-configured lists are in the areas of:

e Drug solicitations
e Advanced fee fraud, e.g. Nigerian 419 solicitations
e Sexual terms used in pornographic offers

Whitelists

At the administrators’ discretion, whitelists can be used for sender addresses, sender domains, list server
addresses, etc. These lists will be used to approve messages after they have been checked for disallowed
or suspicious attachments. This check is an omission in many competing products, exposing vulnerability
in light of today’s viral infections that forged the sender addresses taken from the local address book as it
tries to propagate itself.
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Default Rules

As mentioned earlier, Praetor's multiple antispam countermeasures are all implemented through its flexible
infrastructure. Over a dozen rules are provided as default antispam and antivirus rules as shown below.

_ioix
File — Action View Help
€= B2
El Console Root Inbound
=R Praet_nr 2 Enabled (NE-RRW) | pome | Direction | Skabus | Script Mame
i Lists S =[S Blacklisted messages Inbound Enabled  Rule_0028
Sﬁ Eir;ﬂ:::;”ter #mpeverse NDR attack solution Inbound - Rule_oo0zz
i it e Eanned attachments Baoth Ways  Enabled  Rule_0012
=== Conditional
S spicious attachments Both Ways Enabled  Rule_0017
= ccept approved recipients Inbound - Rule_0000
: i 4= pnnvoved FromfSender addresses Inbound Enabled  Rule_0001
EIr:l Glabal = rnoroved FromfSender domain Inbound Enabled  Rule_0oo0z
r'_"'l Templates = nnroved liskservers Inbound Enabled  Rule_0003
Scripk File = 5 spicious From)Sender address Inbound Enabled  Rule_0009
‘ Heuristic Filker =2 onicious FromySender domain Inbound Enabled  Rule_0010
#-f# Message Logs #-Eanned recipient address Both Waws  Enabled  Rule_0011
""" ) Message archive = s miciky < 0,30 Inbound Enabled  Rule_0033
= namicity = 0,60 Inbound Enabled  Rule_0031
e ristics Inbound - Rule_0032
= 1ryisible HTML ink Inbound Enabled  Rule_0023
= Timy HTML text Inbound Enabled  Rule_0030
=y 5 infoin msg body Inbound - Rule_0026
= 0hfyscated URL Inbound Enabled  Rule_0024
#=E:rned profanity Inbound - Rule_0015
=00y external refs Inbound - Rule_0025
= rrbedded-encoded HTML Inbound - Rule_0027
1 |ﬂ = namicity is unsure Inbound Enabled  Rule_0034
| | |

There are even more rules available as templates that you can quickly modify to suit your needs by
changing and adding conditions, optional actions, and exceptions.

E}-== Rules Filter ¥=Teject banned From: or Sender: domains Inbound

== Conditional #=heck messages when they arrive Inbound

= zrantine inbound suspicious attachments Inbound

i =peiect when both To: and Cc: fields are missing or blank Inbound

i...qe Both Ways #=[ ciect banned recipient address Inbound

== Glabal =0 ciect messages with “Blat” in any X- field Inbound

= eiect banned Subject: Inbound

- # Check messages when they are sent or received Both Way:

- Both Wiays =) zrantine messages containing any attachments Inbound

e #=pciect blank Message-Id: Inbound
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RULE WIZARD

One of the basic truths of messaging is that no two sites are completely identical, despite whatever

surface similarities might exist. Business models, corporate policies, user populations, industry, and IT
management all contribute endless variations to the overall operation of any messaging system. As a
result, objectionable email for one company may not be considered as such for another. Thus, to make
any email content filtering product truly useful, it must have the ease and flexibility to accommodate such

variances.

Praetor has a built-in Rule Wizard similar to the one found in Microsoft Outlook. This facility allows the

administrator to create custom filtering rules that reflect actual experiences to protect the site. Your

custom rules augment the anti-spam countermeasures in Praetor and can further extend the product to
filter your email for non-spam issues, e.g. add custom disclaimers, scan for leaks of trade secrets, etc.

Here are the simple steps to create a rule in Praetor.

1. Select the message direction when creating a new rule.

(7] Consale Root Inbound
=-*Ps Praetor G2 Enabled (DAWONG)  [ame [ | i
% ;:Tesian i =S Blacklisted messages Inbound Enabled
E= Ruies Fiter 0 everse NDR attack solution Inbound -
] 223 Conditional #Banned attachments Both Ways Enabled
i L oin Both Ways  Enabled
jonal Inbound Rule. .. 2 Seeasid Erobiid
Approved From/Sender domain Inbound Enabled
Approved listservers Inbound Enabled
ExportList... Suspicious From/Sender address Inbound Enabled
Help Suspicious From/Sender domain Inbound Enabled
----- ‘ Heuristic Mer———— " Banned redpient address Both Ways  Enabled
&t Message Logs = cnamicity < 0.30 Inbound Enabled
""" T Message Archive = Snamicity = 0.50 Inbound Enabled
= Heyristics Inbound Enabled
= Invisible HTML ink Inbound -
2. Select the conditions.
i

Conditions
Select one or more conditions for this rule.

Which condition{=) do you want to check?

[]the Fram: field address is in the Accepted Senders list
[]the Sender: field address iz in the Approved Mezsage Level Senders list

[]the From: ar Rephy-To: address iz in the Approved List Servers list
[]the recipient addrezz is in the Approved Local Address list

] the recipient address is MOT in the Approved Local Address list
[]the Fram: or Sender: address is in the Suspicious Senders list

[]the From: or Sender: field address iz in the Approved Meszage Level Senders list
[]the From: or Sender; domain iz in the Approved Meszage Level Domaing list

[]the From: or Sender: friendlyname iz in the Suspicious Friendlyname Senders list

[]the From: or Sender; domain is in the Suspicious Domaing list

Rule Description {click on an undedined value to edit

-

=

\&pply this rule after a mezsage arrives
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3. Select the actions to take when the conditions are present.

Praetor Rule Wizard s
Actions
Select one primary action and any optional actions.

What primary action should be taken with the message ? [required)

accept the meszage

[] redirect message to this address

[ ] quarantine the message

[ return message to sender from administrator
[] reject the message

What else do you want to do with the message? {optional)

[] =&t X- field in headers

flag me=zage az possible =pam

add the reazon why the mez=age wag caught
add name of rule that caught the meszage
prepend prefi to 4

4. Select any exceptions.

Praetor Rule Wizard _ -

Exceptions

Select one or more exceptions.

Which exception(s) do you want to check?

[ | except if the From: field address iz in the Accepted Senders list

[ | except if the Sender: field address iz in the Approved Mezzage Level Senders list

[ ] except if the From: or Sender: field address iz in the Approved Message Level Senders list
[ ] except if the From: or Sender: domain is in the Approved Meszage Level Domains list

[] except if the From: or Rephy-To: address is in the Approved List Servers list

[] except if the recipient address iz in the Approved Local Address list

[] except if the recipient address iz NOT in the Approved Local Address list

[] except if the From; or Sender: address iz in the Suspicious Senders list

[] except if the From: or Sender: friendlyname iz in the Suspicious Friendivname Senders list
[ ] except if the From: or Sender: domain is in the Suspicious Domaing list

-

5.  Name the rule and make it active.

Praetor Rule Wizard _ -

Finished!
Choose a name that descrbes your new rule.

— Properties

Name: INew test rule

Direction: IInbound
™ Enable nile

Rule Description (click on an undedined value to edit

\&pply this rule after a mezsage arrives
with zpecific words in the Subject: line
accept the message
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EMPOWER USERS TO RELEASE QUARANTINED MESSAGES

So, now that Praetor’'s multi-layer antispam technologies and your supplemental rules have
guarantined messages without letting them pass onto and clog your mail server, how do the users
deal with them?

Praetor’s answer is the web-browser access tool called the “Personal LoG Viewer” (PLGV). This
facility may be optionally enabled to give access to the recipients’ quarantined all or some users at
the site. Authentication of each user is performed automatically via LDAP or a user table that can be
configured to let department managers review and control message disposition over their
subordinates.

After logging into the local PLGV website various message selection criteria are available in the main
webpage that is presented.

3 Praetor Log Viewer: Welcome - Microsoft Internet Explorer I o ] 4]
J File Edit Wew Favorites Tools Help | ;','
J Q-6 XA | O o gy 1D JLinks &l MyeBay &]PLGy i J Google - | 7
© 2| e &) ia y eBay
| address [&] http://192. 168.0. 11/PLGV/ = B
= -
C Praetor G2 Log Viewer 2l
COMPUTER MAIL SERVICES, INC.
u all dateftime information displayed in Eastern Daylight Time ne] [Account] [Sign Out]
NAME LAST ACCESSED
Nicki Harris Thursday, 21 April 2005 11:37

SELECT MESSAGE CRITERIA | ]|

By DATE & Since last sign-in
' In the last Il 'l days
' In a date range |05,"04)'2005 [ and |051'041'2005 =

€ At a specific time  [05/04/2005 [ from [8 | =][00 =|[AM =]to [5 =][00 =][PMm =]

By FROM |

By TO INHarris@cmsconnect.com j

By SUBJECT I

By EVENT | QUARANTINE =l
View I Reset

=
4 | »

B l_ l_ l_ l_ l_ [8J Local intranet 4

Once the criteria are selected pressing the ‘View’ button will display a list of the messages.
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/2 http://192.168.0.112/PLGV/event.aspx?login=web&typ=es&sta=8{24/2004&end=08/27/2004 17:10:468&sub - F Tt =10

J File Edit View Favorites Tools Help | Er

J@-@- BRE _b‘/—_“f}{@-;— HLM@MyeBayltems &Jrey

| Address [8] hto://192. 168.0. 112/PLGV[event.aspx7login =webtyp=csista=3/24/20045end =08/27/2004%20 17: 10:46 8sUb =&fim =Bevt=ANY Sem| =ANY I Be

4
(% Praetor G2 LOg Viewer
P COMPUTER MAIL SERVICES, INC.
u‘ All date/time information displayed in Eastern Standard Time [Home] [Account] [Sign Out]

Status From Subject Date Reason
ELG bounce@oyesucan.com Naomi, Thank You! 2004-08-24 00:56:28 Bayesian Filter
m lindabarron_eo@arturipr.co.uk dont miss this party 2004-08-24 01:20:14 Bayesian Filter
E}n sender-2-31[...]@w6. topline9000.com Use My Money and Split the Profits 2004-08-24 02:34:12 Bayesian Filter
m rwalters_ju@9bit.qc.ca meet up tonight 2004-08-24 02:56:54 Bayesian Filter
E}h pointwireless@platinumfast.com Want a new cell Phone? Best deals &[...] 2004-08-24 03:49:36 Bayesian Filter
E)Q astraddleallegiant@ccountant.com Re: Bam Bam 2004-08-24 04:26:36 Bayesian Filter
m goxnwelcir@unusedfish.com Vclium Here 2004-08-24 04:28:34 Bayesian Filter
E}h tara.gibbs_ub@aasl.demon.co.uk meet up tonight 2004-08-24 04:32:50 Bayesian Filter
ELQ f-nharris?emsl...J@bounce. duced.com Burn fat while you slesp 2004-08-24 07:43:28 Bayesian Filter
m pxydlua@mforce.com This is the best 2004-08-24 07:56:22 Bayesian Filter
E}n f-nharris?cms...]J@bounce.duced.com Burn fat while you sleep 2004-08-24 07:58:53 Bayesian Filter
m UltimateDeals@ofr.mloo.net Meet Real Christian Singles 2004-08-24 08:26:50 Bayesian Filter
m cvs_extracare@cvs.m0.net Good News for Flexible Spending Accl...] 2004-08-24 08:35:00 Heuristic tests
EIQ clwnucibjefp@nexxmail.com its illegal to use hacked operatingl...] 2004-08-24 08:39:27 Bayesian Filter
m emillester_vx@honeywell.com.au Lose your weight. New weightloss lo[...] 2004-08-24 08:40:47 Bayesian Filter |&

al |

|&] one ,_’_’_|0 Internet i

From this list full message details can be safely viewed by double-clicking on the line in red, and the
message may be approved to release it for delivery to the email client software.

) popup -- Web Page Dialog P x|

P MESSAGE INFORMATION
S—
Msg 1D:  [OUT11A56BBES5C3448795803276FEEODBFE EML
Event: [ ARANTINE Reason: [SpaAM Probability: Yes, spamicity=1.000000 -]
El

Rule: IBayesian Filter

From: If—nharris?cmsconnect.com—cIthclpkbgbgrocxbjdidodldla

To: Inharris@cmsconnect.com

Subject: ICaptain Morgans Casino- Come take advantage of our Spectacular 125%

Message: (x-sender: f-nharris?cmsconnect.com-clthclpkbgbgrocxbjdidodidla@bounce.podyo.com ﬁl
X-Receiver: nharris@cmsconnect.com

Received: from dns3.podyo.com ([69.59.146.94]) by pmail.cmsconnect.com with Microsoft SMTPSVY
Fri, 27 Aug 2004 14:46:07 -0400

From: Captain Morgans Casino <gramopc3@lists.tetso.com>

To: <nharris@cmsconnect.com:

X-Connecting-IP: 69.59.146.94

Subject: Captain Morgans Casino- Come take advantage of our Spectacular 125%

X-Find: F-37-2-tqtWUCCGXNyY+bST8+e02MWsd/AzIw==-

X-SP-Track-1D: <Q75IdfG4TMXLk>

MIME-Version: 1.0 -
4| | »
Actions: Approve Message | Close |
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TRAFFIC REPORTS

Praetor includes several useful administrative traffic reports using the Log Analyzer application.
From the main screen it will display a summary of the current day’s traffic activity and estimate
the percentage of spam received.

& praetor Log Analyzer i ] |

JEIE Edit Wiew Insert Format Records Tools Window Help |

R o (@4 |ZTEY AR B 2

B Main Switchboard

PRAETOR'LOG ANALYZER
BB Ver +1.52 [12/17/2004] 0
? Events Switchboard

_I Reportz Switchboard

_I Special Reports Switchhoard

! x_lcnnhguratmn Switchboard

Today's Traffic Summary: | Last updated om: 6/23/2005 1:17:55 P

IN[ 812 ]: accepting] 80 ] quarantine[ 354 | redirectingl 1] rejectingl 377 ]  [90% Spam]
ouTio):

[Form View [T T

Several reports are available to show:

e Message count summary for those rejected, quarantined, accepted, re-directed, or
returned to the sender.

e Sender domain report for email received from the Internet.

e Destination domain report for email sent to the Internet.

e Recipient address report for email delivered locally.

e Destination address report for email delivered to the Internet.

¢ Rule report showing the number of messages that were filtered or accepted.
e |P addresses of the most frequent sources of Reverse NDR attacks.

e Traffic summary grouped by rules.

The last two reports are extremely useful to show the sources of Reverse NDR attacks and rules
that are overly sensitive that cause false positives. Samples are shown below.

Using these reports, the administrator can add the IP addresses of attacking spammers into the
blacklist and adjust the rules or train the Bayesian filter to lower the number of false positive
incidents while raising the accuracy.

Praetor Whitepaper 11 Revised 06/01/05
Copyright © 1999-2005 Computer Mail Services, Inc. All rights reserved.



Source of Reverse NDR Attacks

[ Practor Log Analyzer - [rptReverseNDR] I ] |
J B Fle Edit ¥iew Tools Window Help ;Iiliﬂ
¥-5 O @@l v - o | F-|Ba- 0.
d
Reverse NDR Attack
Date range: 6/20/2005 to 6/26/2005
Connecting IP # of Attacks Connecting IP # of Antacks
209.61.175.245 16 542456187151 4
66.154.113.7 bk 206.1142276 4
66.227.57.17 11 209.203.199.206 3
66.227.102.204 ] 219.13157.13 3
206.114.22.86 -] 66.227.57.83 3
206.114.22.85 (-] 22247230182 3
2068.114.2271 ] 209.51.220.224 3
66.227.102.202 5 81.220.118.106 3
66.227.102.203 5 61.173.53.112 3
86227 102205 5 22269.113.36 3
58.72.227.81 5 66.227.102.206 3
201.11.238.81 5 20414023 3
-
TV | S TT R | e

|Read3|I

C v 4

Traffic Summary by Rule

[] Praetor Log Analyzer - [Traffic Summary] i e IEIIiI
J B File Edit View Tools Window Help =121 ﬂ|
-2 P oBE v -|ce|F-[Eia- 3.
Date range: 6/20/2005 0:00 to 6/26/2005 23:59 5|
All domains
Direction: INBOUND
% Total
Event RuleDesc Count Unique
ACCEPTING
Approved FromiSender addresses 28
Approved From/Sender domain s
Approved listservers 163
Auto-generated for Sales 1
Mew install notice 3
Spamicity = 0.30 45
Spamicity == 0.30 114
Spamicity is Unsure 180
Total: 511 12.37%
APPROVED
Spamicity == 0.60 1
Total: 1 0.02% 1.
QUARANTINE
Basef4 encoded subject 3
Invisible HTML ink 21
MOT Praetor ZIP files 16
Obfuscated URL 14
Spamicity = 0.60 385
Spamicity == 0.60 1471
Support spamicity = 0.60 18
Suspicious attachments 1
Suspicious From/Sender domain 4
Tirw HT| tert q bt
pages 0| [T o] o | ,
[Ready = NUM i
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CONCLUSION

The Internet has been both a blessing and a curse. The benefits of connectivity are numerous
but there is a broad palette of security loopholes that can be used by others to serve their own
agenda. Unfortunately, these loopholes often give way to precarious viruses, hacker attempts to
intrude and gain access to company confidential information, and spam mail. All these can easily
bog down your email system infrastructure, negating much of the benefits gained from such an
essential business tool as email.

Even more damaging is the way in which modern mail servers can be manipulated by spammers
to relay their spam, perhaps even damaging your company’s name. Companies who have closed
their mail servers to a direct relay assault only to see their effort nullified by an indirect form of
relaying we call the “Reverse NDR Attack”. The end result is the same — a legitimate mail host is
added onto several Internet blacklists. This not only disrupts normal mail flow but also taints the
victim’s business image and professional reputation. Clearly the burden of hijacked server
resources only adds to the myriad of spam-related troubles.

Praetor is the culmination of substantial analysis, technique observation, and dedicated study. Its
multi-layered defenses significantly reduce the spam deluge. With the spam problem solved,
Praetor’s flexibility as an email content filter can also serve to detect unauthorized leaks of
confidential information and unprofessional conduct in your communications. More importantly, it
has been completely effective at implementing your company policy with regards to email
attachments to eliminate the threat of unknown viruses, even without the need for virus pattern
file updates.

We feel it's the very best messaging firewall on the planet. Download the free 21-day evaluation
from our website and try it for yourself. We think you’ll feel the same way.

LINKS TO PRAETOR

e Product information: http://www.cmsconnect.com/Praetor/prMain.htm

e 21-day free evaluation: http://www.cmsconnect.com/Downloads.htm

e Online price quote: http://www.cmsconnect.com/Sales/prPrice.htm
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